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A Noncooperative Gaming Approach for Control
Packet Transmission in 6TiSCH Network

Alakesh Kalita

Abstract—The 6TiSCH communication architecture is widely
used in Industrial Internet of Things (IIoT) to provide reli-
able, delay-bounded, and energy-efficient communication in
multihop scenarios. However, the channel hopping feature and
the resource allocation strategy of 6TiSCH minimal configuration
(6TiSCH-MC) standard negatively impact the 6TiSCH network
by increasing network formation time. 6 TiSCH-MC allows only
one cell (known as minimal cell) per slotframe to transmit con-
trol packets. When the number of joined nodes increases in the
network, the formation time also increases because of the increas-
ing congestion in the minimal cell. Furthermore, the existing
works did not study the effect of transmission rates of all control
packets together during 6TiSCH network formation. Therefore,
in this work, a noncooperative game is formulated, for optimal
transmission of control packets by the joined nodes. The obtained
solution of the proposed game, using the Lagrange multiplier and
Karush-Kuhn-Tucker (KKT) conditions, is used in the proposed
congestion control scheme—game theory-based congestion con-
trol (GTCC). GTCC calculates the slotframe window (SW) size
for every node to control the congestion in minimal cell without
any signaling overhead. GTCC is validated using the analyti-
cal model as well as the FIT IoT-LAB testbed. The findings of
both the analytical and testbed experiments show that GTCC
significantly reduces the joining time and energy consumption
of new nodes (i.e., pledges) as compared to previous benchmark
schemes.

Index Terms—6TiSCH, congestion control, game theory,
Industrial Internet of Things (IIoT), network formation.

I. INTRODUCTION

HE 6TISCH (IPv6 over the time slotted channel hopping

(TSCH) mode of IEEE 802.15.4e [1]) wireless commu-
nication architecture is widely used in large scale multihop
Industrial Internet of Things (IloT) applications [2], [3] as it
provides time bound, energy-efficient, and reliable communi-
cation. IETF formed 6TiSCH Working Group (6TiSCH-WG)
to provide interoperability between TSCH medium access con-
trol (MAC) behavior and IETF’s upper layer protocols [2], [4].
6TiSCH-WG mainly deals with scheduling of communica-
tion cells for both the data and control packet transmis-
sions between TSCH and upper layer 6TiSCH network pro-
tocol stack [2]. 6TiSCH-WG published 6TiSCH Minimal
Configuration (6TiSCH-MC) standard [5] for effective join-
ing of the new nodes. Note that IETF used the term pledge
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to designate a new joining node, which has not yet completed
the join process in a given secure network, and is therefore not
trusted by the network. So, a new node is referred to as pledge
in this article. 6TiISCH-MC mentioned that only one minimal
cell can be used per slotframe for control packet transmission
during (or after) the formation of a network. Note that the
minimal cell is shared by all the nodes and used only for con-
trol packet transmission, whereas the data packet is transmitted
in dedicated cell. Note that the dedicated cells are managed
by the transmitter and receiver pairs following the distributed
cell management protocols such as [6] or any other scheduling
algorithm (e.g., [7]).

In general, the 6TiSCH network uses RPL (Routing Protocol
for Low-Power and Lossy Networks) protocol in the network
layer. RPL organizes the nodes along a loop-free destination-
oriented directed acyclic graph (DODAG) rooted at the sink
node. Mainly, the basic network configuration carrying the
enhanced beacon (EB) frame and routing information carrying
DODAG information object (DIO) packet are necessary for a
pledge to join in 6TiSCH networks. However, in addition to
these two packets, few more control packets, such as DODAG
information solicitation (DIS), destination advertisement object
(DAO), DAO-ACK, keep-alive, join request (JRQ), and join
response (JRS) are also transmitted in minimal cell.

Motivation: The works [8], [9] mentioned that 6TiSCH-MC
does not provide enough resource, i.e., the number of mini-
mal cell per slotframe to transmit all the generated control
packets during network bootstrapping. The shared minimal cell
severely gets congested when the number of nodes increases,
which ultimately degrades the performance of the 6TiSCH
network during its formation in terms of pledges’ joining time
and their energy consumption [8], [9]. Furthermore, increas-
ing formation time also affects in throughput and end-to-end
packet delivery latency as nodes are permitted to transmit their
data packets only after joining the 6TiSCH network. To deal
with this problem of 6TiSCH-MC, Vallati et al. [8] increased
the number of minimal cells per slotframe. However, their
proposed scheme consumes more energy, and also hinders the
throughput and end-to-end latency. The work in [10] suggested
to use beacon transmission probability 0.1 per slotframe irre-
spective of the number of nodes present in a network to reduce
congestion in minimal cell. Similarly, the works in [9] varied
the beacon generation interval of the joined nodes depending
on the congestion in minimal cell. On the other hand, the work
in [11] tried to provide sufficient routing information (i.e.,
DIO) during network bootstrapping, but did not consider the
congestion issue in minimal cell. In brief, none of the existing
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works considered the impact of the transmission rates of EB
and DIO packet together on the congestion in minimal cell,
and so the 6TiSCH network formation. With the increasing
number of nodes, on an average transmission of EB and DIO
also increases, which creates congestion in minimal cell, and
so increases the 6TiSCH network formation time. However,
both of these control packets are required during network for-
mation. Therefore, this article presents a new technique for
providing optimal EB and DIO packet transmission probability
per slotframe/minimal cell to reduce congestion in minimum
cell, and so the network formation time.

Contribution: In the 6TiSCH network, nodes selfishly trans-
mit their control packets without considering the congestion
in minimal cell. This selfish behavior increases the joining
time of the pledges by increasing the congestion in mini-
mal cell and, thus, reduces the lifetime and throughput of the
network and increases end-to-end packet delivery latency. In
fact, a joined node is not aware of the transmission rates of its
neighboring nodes. So, a noncooperative game is formulated
where all the joined nodes act as players. The optimal solution
of the noncooperative gaming is to transmit control packets
with maximum probability, so that congesting the minimal
cell can be reduced, and so pledges’ joining time and energy
consumption. Furthermore, the optimal solution is obtained
without any signaling overhead among the nodes. The obtained
optimal solution is used in the proposed game theory-based
congestion control (GTCC) scheme, which reduces the conges-
tion in minimal cell, while allowing the players to maximize
their pay-offs irrespective to the strategies of the neighboring
players. In brief, the contributions of this article are as follows.

1) Design a noncooperative game to find out optimal con-
trol packet transmission probability to reduce congestion
in minimal cell, which results in improving the joining
time and energy consumption of the pledges.

2) It is proved that the proposed game has a unique Nash
equilibrium point.

3) A GTCC scheme is proposed using the obtained optimal
solution by which nodes can efficiently transmit their
control packets.

4) At first, the proposed scheme is validated using
an existing analytical model, then it is implemented
on Contiki-NG and evaluated using the real FIT
IoT-LAB testbed.

Paper Organization: The remainder of this article is organized
as follows. Section II summarizes the existing works related
to 6TiSCH network formation and congestion control in dif-
ferent networks using the game theory. Section III describes
the modeling of the proposed game. Section IV describes the
proposed GTCC schemes. Section V discusses the selection
of different parameter values and analytical validation of the
proposed scheme. Finally, in Section VI, testbed evaluation
of the proposed schemes is done, and in Section VII, the
conclusion of this work is drawn.

II. RELATED WORKS

The formation of the 6TiSCH network gains attention
because of the channel hopping feature of TSCH. A node
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changes its packet transmitting channel after every timeslot
to get rid of interference and multipath fading on channels.
On the other hand, a pledge does not know in which chan-
nel the joined nodes transmit their control packets. Hence,
a pledge needs to randomly scan on different channels one
after another for EB in order to get synchronized with the
network. Therefore, the works in [12]-[15] increased the num-
ber of transmitted EB per slotframe by proposing different
schemes. However, these works have several disadvantages
like—desynchronization happens between the parent—child
pairs as both the parent and child nodes do not listen to each
other’s control packets. The energy consumption of the nodes
is more as they transmit more EBs. Frequent transmission of
EB also severely congests the channels when the number of
nodes increases in the network, which increases collision.
The above-mentioned works are published just after
the amendment IEEE 802.15.4e [1]. Later, IETF formed
6TiSCH-WG to manage communication cells for both data
and control packets transmission. This 6TiSCH-WG pub-
lished 6TiSCH-MC [5] which contains the details of minimum
resource allocation, i.e., the number of minimal cells per slot-
frame for network bootstrapping. 6TiSCH-MC allowed only
one minimal cell per slotframe for control packets trans-
mission during or after the formation of the networks. A
pledge comes to know about the position of the minimal cell
([Slot Offset, Channel Offset]) only after receiv-
ing one valid EB frame. So, after receiving one EB, the
pledge listen only on the minimal cell for other control packets
to completely join in the network. Furthermore, 6TiSCH-
MC mentioned that a node can transmit its control packets
for further expansion of the network and data packets to its
destination only after completely joining the network.
However, Vallatti e al. [8] proved that the allocation made
by 6TiSCH-MC is not sufficient for exchanging all the gener-
ated control packets during network bootstrapping. Therefore,
the authors increased the number of minimal cells per slot-
frame dynamically, i.e., depending on the number of generated
control packets. As a result, this scheme significantly improves
the formation time. However, it consumes more energy as
the nodes need to keep their radios active in all the allo-
cated minimal cells. Furthermore, the existing underlying data
transmission schedule needs to be modified as some of the
data transmission cells are converted into minimal cells. Later,
Vucinic et al. [10] proposed to keep the EB transmission prob-
ability 0.1 per slotframe to reduce the congestion in minimal
cell. Simulation results show improvements over 6TiISCH-MC
using this probabilistic beacon transmission. However, in a
sparse network, a pledge might need to wait more time to get
an EB, which results in a longer formation time. Later, Kalita
and Khatua [9] dynamically varied the EB generation intervals
of the nodes instead of using the fixed EB rate depending on
the congestion in the minimal cell. However, the authors did
not consider the impact of the DIO rate on channel conges-
tion. The same authors mentioned in [11] that DIO packet
starves to get transmitted due to EB’s highest priority, and it
results in longer formation of 6TiSCH networks. Furthermore,
the authors showed the negative effect of the Trickle algorithm
during 6TiSCH network formation. As a solution, the authors
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tried to transmit a sufficient number of DIO packets as well
as dynamically changed the priority of a packet depending on
its requirement in the network for faster formation. However,
they did not consider the channel congestion problem in their
solutions. Hence, all the existing works did not look into the
channel congestion problem considering the transmission rate
of EB and DIO packets together. However, the frequent trans-
mission of both these control packets is very much important
for forming a 6TiSCH network quickly. Although, the work
in [16] decreases the joining time of the pledges significantly
without increasing their duty cycle, and so energy consump-
tion, but congestion is possible when the network usages only
few channels.

Apart from these existing works, few research
works [17]-[19] used the game theory-based solutions
to solve the congestion problem in different networks, such
as 6LoWPAN and VANET. The works [17], [18] tried to
obtain the optimal data packet transmission rates of different
priority-based applications in the 6LoWPAN network con-
sidering the remaining buffer capacities of the intermediate
forwarding nodes and priority of an application as price
functions. Both these works have the signaling overhead as
the DIO packet is used for sharing the information related to
buffer occupancy. The work [19] tried to find out the optimal
beacon transmission rate for VANET, where congestion in
the transmission channel is considered as the price function.
However, in VANET, the beacon is transmitted in a dedicated
physical channel. On the other hand, in the 6TiSCH network,
including EB, other control packets are transmitted in the
minimal cell. So, these existing game theory-based schemes
will not be suitable to reduce congestion in the minimal cell.

III. GAME THEORETICAL MODELING
A. 6TiISCH Network Formation

The 6TiSCH network formation process is initiated by the
join registrar/coordinator (JRC) (or RPL root/sink node) by
periodically broadcasting the EB frame. The pledges turn on
their radios and start scanning on different random channels
for EB to get synchronized with the network. Initially, a pledge
does not know about the channel in which joined nodes trans-
mit their EBs. Therefore, the pledge keeps its radio active in
the listening state (i.e., performs channel scanning) on a ran-
dom channel for receiving its first EB. The pledge moves to
a different channel when it does not receive any EB for a
particular period. In this manner, it keeps changing its phys-
ical channel one after another until it receives a valid EB. A
pledge becomes a TSCH synchronized node when it receives
a valid EB from any joined node. Now, the TSCH synchro-
nized node knows the location of minimal cell, so, it activates
its radio only in the minimal cell to receive or exchange
other control packets such as DIO, JRQ, and JRS. Now, the
TSCH synchronized node starts listening for the DIO packet
after the completion of its secure joining process. When it
receives a valid DIO packet, it becomes the RPL joined node
or 6TiSCH joined node. Note that the formation of the 6TiSCH
network and the construction of DODAG tree indicate the
same event. In other words, both the events happen at the same
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time because a TSCH-synchronized node becomes a 6TiSCH
joined node after receiving DIO while the same DIO is used
to construct the DODAG. The formation process of the entire
network gets completed, when all the pledges join the network
one after another. In brief, the journey of a pledge can be
depicted by the following states: new node/pledge — TSCH
sync node — TSCH secured joined node — RPL/6TiSCH
joined node. In this whole journey, the pledge receives EB,
JRS, and DIO control packets, and it transmits the JRQ frame.

Before starting the network formation, the network admin-
istrator fixes the EB transmission period, and it remains
unchanged in whole period [5]. On the other hand, the DIO
rate is controlled by the Trickle Algorithm [20], who changes
the DIO transmitting rate dynamically depending on the sta-
bility of the network. The works [8]-[10] have shown that the
congestion in the minimal cell affects on the pledges’ joining
time and their energy consumption. Therefore, it is impor-
tant to reduce the congestion in minimal cell by controlling
the transmission rate of different control packets. However,
one node does not know about the transmission rate of its
neighbor(s). Therefore, a noncooperative gaming solution is
proposed in the next section for obtaining the optimal control
packet transmission probability of the nodes.

B. Noncooperative Game Formation

Let us consider a 6TiSCH network with one JRC and a set of
joined nodes defined by the set JN = {J1, J2, ..., J,}, where J;
denotes the ith joined node (i.e., VJ; € JN, i = {1,2,...,n}).
The joined nodes transmit their control packets selfishly, i.e.,
they do not bother about the control packet transmission rate
of other nodes. Hence, high congestion in the minimal cell
becomes an obvious outcome. The joined nodes do not have
any information about the transmission rates of their neighbor-
ing nodes. Hence, a noncooperative game-theoretic approach is
proposed to find the optimal control packet transmission prob-
ability in a slotframe of the joined nodes, so that congestion
can be reduced in the minimal cell.

Let G = {JN, (pi)s;ein, (Vi)s;esn} be the proposed non-
cooperative game to find out the optimal control packet
transmission probability in a slotframe of the nodes, in which
all the three tuples are as follows.

1) Players: J;; J; is the member of set JN, i.e., VJ; € JN,
who wants to transmit its control packets in the minimal
cell. Note that the JRC is also included in the set JN.

2) Strategies: S;; S; denotes the strategy for player J; VJ; €
JN. Each strategy defines the transmission probability
of the control packet in the minimal cell. The transmis-
sion rates of EB frame and DIO packets are different.
Therefore, it is required to normalize them as follows. If
the slotframe length is L timeslot with one timeslot dura-
tion 7 and the minimum EB generation interval is Ig‘i“,
then the EB transmission probability per minimal cell is
Per = (L xT) /Igl‘j“. On the other hand, if the average
DIO transmission probability per minimal cell is pgio
(pdio can be calculated following the method described
in [8]), then the probability of transmitting both these
two control packets in a minimal cell by a joined node

Authorized licensed use limited to: Singapore University of Technology & Design. Downloaded on April 29,2024 at 06:52:20 UTC from IEEE Xplore. Restrictions apply.



KALITA AND KHATUA: NONCOOPERATIVE GAMING APPROACH FOR CONTROL PACKET TRANSMISSION

1S p = peb + pdio- However, a node can transmit either
an EB frame or a DIO packet in a slotframe. So, the
minimum and maximum values of p; can be in between
0 and 1, respectively. Thus, strategy space for player J;
is S; = [0, 1] and strategy space for all the players is
S=TI,pi VJi€JN.

3) Pay-Off Function: ¥; : p < R denotes the pay-off func-
tion of player J; VJ; € JN. Player J; tries to optimize its
profit by maximizing its pay-off function /; considering
the best value of its p; over [0, 1].

Frequent transmission of control packets helps the pledges
to join the network quickly when the congestion in the minimal
cell is minimum. However, it consumes more energy of the
transmitting node, and also increases congestion in the mini-
mal cell. Therefore, the proposed pay-off function is designed
to keep balance among the control packet transmission prob-
ability, channel congestion, and energy consumption of the
transmitting nodes. Thus, the proposed pay-off function for a
player J; is described as follows:

Vi(pi, p—i) = Ui(pi) — 1/(1 — MBRi(pi, p—i)) — Erx;(pi) (1)

where ¥;(p;, p—;) denotes the pay-off function of player J;;
pi denotes the control packet transmission probability by
Ji; and p_; denotes the control packet transmission proba-
bilities of other players except J;. The term U;(p;) in (1)
denotes the utility function, and the other two terms, i.e.,
1/(1 —MBR;(pi, p—;)) and Erx,(p;) denote the price functions
correspond to minimal cell busy ratio and energy consump-
tion, respectively. MBR;(p;, p—;) is the observed minimal cell
busy ratio by player J;, and Ery; is the required amount of
energy to transmit a control packet with respect to its current
residual energy. The values of U;(p;), MBR;(p;, p—;) and Ery,
are calculated as follows:

Ui(pi) = log pi +1 (2)
Busy minimal cell
MBR;(p;i, p-i) =

Busy minimal cell 4 Idle minimal cell
_ Yol —(1—p)"
X == )+ (= )"
=1-0-p 3)
E7x; = (pi X Erx)/RE;. “4)

The logarithmic utility function is used [in (2)] because it has
strict concave property and its second derivative is always
negative. The value of MBR is calculated using the packet
transmission probabilities of the joined nodes and number of
occurred minimal cells W in an interval as shown in (3). A
player considers a minimal cell busy if it receives any control
packet transmitted by other joined nodes or the player trans-
mits itself; otherwise, the minimal cell is considered as idle.
Similarly, in (4), Ey is the required energy to transmit a packet
and RE; is the residual energy of player J;. The overall pay-off
function of player J; can be derived from (1) as follows:

Bi  vipiE
(1—p)"  RE;

Yi(pi, p—i) = a;(log p; +1) — )
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where «;, B;, and y; are the preference parameters for player J;
with positive values for the utility function and price functions,
respectively.

C. Solution of the Game to Find p}

The procedure for calculating the optimal solution (p;) for
the proposed game G = {JN, (0i)s;esn, (¥i)s,esn} 1s described
in this section. First, it is important to check the existence of
the Nash equilibrium point in the proposed game G because G
can have a solution only when there exists a Nash equilibrium
point. Further, the solution of the proposed game should be
unique and it is possible when there exists only one unique
Nash equilibrium point. This two conditions are mentioned in
Lemmas 1 and 2 with their corresponding proofs.

Lemma 1: The proposed pay-off function ¥;(p;, p—;); VJ; €
JN is strictly concave in its strategy space S; VJ; € JN and
the game G has at least one Nash equilibrium point.

Proof: The Nash equilibrium of the proposed game
G exists when a player cannot improve its pay-off func-
tion by changing its strategy while the other players do not
change their strategies. To prove that the pay-off function
Yi(pi, p—i) YJ; € JN, is a concave function, the Hessian
matrix H of y; can be defined as follows:

H= [Hrs]rxs (6)

where H,; = (8%4,/3p,805) VH,s € JN. Now, using (5), we
can calculate H,; as follows:

“—)2<O, ifr=s VHelJN

H” = N (prt+1
! VH,, € JN.

0, ifr#s @)

From (7), it can be seen that the leading principal minor of H
is negative definite for all p; VJ; € JN. Thus, from the work
in [21], we can say that the function ¥;(p;, p—;) VJ; € JN is a
strictly concave function. It can be further concluded that the
proposed game G has at least one Nash equilibrium point. W

Lemma 2: The solution of the proposed game G is unique
as it has a unique Nash equilibrium point.

Proof: To prove the existence of a unique solution in
game G, the weighted nonnegative sum 3(p;, p—;; m) of ¥;
must be diagonally strictly concave. For that, using (5), we
can write VJ; € JN

3 o npi

ST Vwi = o n+1

Spi pitl  (1—p)
Based on Rosen’s Theorem [22], the weighted nonnegative

sum of the proposed pay-off function can be calculated as
follows:

ViEtx
- . 8
RE; (3)

n
8(pir p—izm) = Y _ mivi(pis p—i), mi = 0. ©)
i=1

The pseudogradient of 38(p;, p—;; m) can be written as

g(pi, p—ism) = [m; v ¥il, - (10)

Similarly, the Jacobian matrix M(p;, p—i; m) of g(pi, p—i; m)
can be written as follows:

M(pi, p—i; m) = [miHislpxn; Mis € JN; mi >0 (11)
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where m;H;, is calculated as follows:

—% <0, ifi=s;VH;; € JN

. (12)
0, if i # 5;VH;s € JN.

miHjs =
From (11) and (12), it can be written that [M(p;, p—i; m) +
M7 (p;, p—i; m)] is again negative definite in the entire strategy
space. Hence, Rosen’s theorem [22] confirms that the func-
tion 8(p;j, p—i; m) is diagonally strictly concave, and so the
proposed game G has a unique Nash equilibrium point and it
has a unique solution. |
It is already proven that the game G has a unique Nash equi-
librium point and a solution. Each player choose a strategy to
maximizing its control packet transmission probability (p;) per
slotframe, i.e., its pay-off function. Therefore, the following
constrained nonlinear optimization problem is constructed to

solve the proposed game G:

maximize ¥;(pi, p—i)
Pi€Si

subjectto 0 < p; < p/™™*; VJ; € JN. (13)

To solve this optimization problem, the Lagrange function
Li(pi, a;, b;) is used for player J; VJ; € JN, as follows:

Li(pi, ai, b)) = ¥i(pi, p—i) + aipi + bi(pf™ — pi) (14)

where a; and b; are the Lagrange multipliers. The Karush—
Kuhn-Tucker (KKT) conditions for player J; are as follows:

a;,bi >0

pi=>0

i —pi =0

Vo Vi(pis p—i) +ai Vp; (0)) +bi v (0™ — pi) =0
aipi, bi(p{"™ — pi) = 0.

Using these conditions, the optimal control packet transmis-
sion probability (p}) of player J; can be calculated as follows:

0; if condtion 1
max. H s
pF =14 Pi a., if cond't10n 2 (15)
wFEe — 1;  otherwise
i tRE
where condition 1 is
np;
—E., = N (16)
o — U X
i~ RE;

where the term y; = (1 — ,0,-)’”rl denotes the minimal cell idle
ratio observed by the player J;; VJ; € JN and condition 1 is
obtained considering a; = 0 and b; = 0 and (0 < p; < 1).
Similarly, condition 2 is

npi

o _ YiEw
PP RE;

= Xi- a7

Condition 2 is obtained considering p; = p;"* and a; = 0.

The “otherwise” condition denotes all the conditions which
do not satisfy conditions 1 and 2 and is obtained considering
the Lagrange multiplier constants equals 0, i.e., a; = 0 and
b =0.

Proposition 1: The value of p} lies between 0 and 1 in the
“otherwise” condition of (15) always.
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max

Proof: The value of p; = 1, because it denotes the

maximum control packet transmission probability in the min-
imal cell of player J;. Now, let us assume the value of p in
the “otherwise” condition as follows:

*

pi =1

%11

npi YiEx
% tRE

. yE

= ;> 2 x ("_,31+Vz tx)
Xi RE;

npi
:> . > _—
Xi = o YiEw
P41 RE;

But, after simplification, it can be seen that the value of pl-*
in “otherwise” condition is contradicting with the condition 2
of (15). Therefore, p; in the “otherwise” condition cannot be
more than one. Similarly, o/ in the “otherwise” condition is
not less than 0 and it can be proved assuming pl-* < 0, which

contradicts condition 1. [ |

IV. GAME THEORY-BASED CONGESTION CONTROL

In this section, the solution of the proposed game G
[i.e., (15)] is used to propose a novel GTCC. As all the nodes
keep active their radios in the minimal cell either for transmis-
sion or reception, a joined node can calculate the minimal cell
busy ratio (MBR) for a time interval by itself. It can be done by
dividing the total number of minimal cells in which the joined
node has received control packets or the node transmits itself
by the total number of minimal cells present in the interval. It
does not require any implicit signal to/from other neighbors.
Now, by subtracting this MBR value from 1, it gives the min-
imal cell idle ratio, i.e., x;, which is used in (15). Now, using
the value of x; and (15), the joined node calculates its optimal
control packet transmission probability (p;) in a minimal cell.

As pf is the control packet transmission probability in a
minimal cell, therefore, the value of p; is converted into the
number of minimal cells (referring as, slotframe window) SW;
as follows:

SWinax; if p;k =0
SW; =

min({p—lfk—l, SWmax); otherwise (1%)

where SW; denotes the number of slotframes that node J; has
to wait to transmit its next control packet and SWyx denotes
the maximum slotframe window (SW) length for all the nodes.
Therefore, a node cannot transmit its control packets in every
consecutive minimal cell when there is high congestion, which
ultimately reduces congestion. Even though GTCC does not
modify the control packets generation rate of the joined nodes,
it restrains their transmissions by forcing them to wait for their
respective SW periods, which results in less congestion in the
minimal cell. Note that GTCC is run by the joined node(s)
only to reduce congestion in the minimal cell. Algorithm 1
describes the steps of the proposed GTCC.

V. PARAMETERS SELECTION AND ANALYTICAL RESULTS

The analytical model described in [9, Sec. 4.1] is used to
evaluate how the used preference parameters (i.e., «, 8, y) of
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Algorithm 1 GTCC Scheme
1: Set x; calculation interval /
2: if I ends then
3: Calculate the value of x; = (1 — p;)"+!

4: Calculate the value of p} using Equation (15)

5: Calculate the value of SW; using Equation (18)

6: Wait SW; amount of time

7: if SW; number of slotframe ends then

8: Attempt to transmit next buffered control packet
9: end if

10: Wait I amount of time

11: end if

the proposed game G affect the joining time and energy con-
sumption of nodes in 6TiSCH networks. The same Markov
Chain-based analytical model is used to compare GTCC with
the existing state-of-the-art schemes 6TiSCH-MC [5], and
C2DBI [9]. For evaluation, the slotframe length (L) is taken
as 101 timeslots, with each timeslot duration of 10 ms. The
minimum value of SW is taken same as minimum EB gen-
eration interval, i.e., 4 x slotframe length, and the maximum
value of SW is taken as 10 x slotframe length. The values of
other variables are as follows: number of channels N, = 16,
packet loss probability Pjoss = 0.2, number of Trickle states
Np = 8.

At the beginning, a single-hop network topology with 20
nodes is considered, where all the nodes are neighbor to each
other. The results are obtained by varying any of the prefer-
ence parameters while keeping other two parameters constant.
Observed results are tabulated in Table I. When the price func-
tion for the minimal cell congestion, i.e., 8 is less, all the nodes
transmit their control packets more frequently. Hence, it con-
gests the minimal cell, and so the joining time of the pledges
increases. On the other hand, when the value of 8 is equal
to 1, nodes do not transmit their control packets frequently
because of the high price. Though, it reduces congestion but
increases the waiting time of the pledges to get the control
packets, which again results in longer network formation. On
the other hand, when the value of « is 1, again the nodes
transmit less frequently, and results in longer formation time.
However, when « = 10, nodes transmit their control packets
more frequently. This results in higher congestion in the mini-
mal cell, and so the joining time of nodes increases. Note that
the varied values of y with the constant values of « and 8 have
a similar effect like 8 on the formation time of network. The
best values of «, 8, and y are taken as 5.0, 0.5, and 0.1, respec-
tively, to analytically compare GTCC with 6TiSCH-MC [5]
and C2DBI [9]. Fig. 1(a) shows the 6TiSCH formation time,
and Fig. 1(b) and (c) shows the EB and DIO reception prob-
abilities per slotframe of a pledge. In all the three schemes,
the EB and DIO reception probabilities of the pledges are
very less in small networks as only few nodes transmit them.
This results in longer formation of the networks. However,
by increasing the number of nodes (up to seven nodes), the
joined nodes transmit a sufficient number of control packets
without congesting the minimal cell, and so helps in faster
formation. But, further increment of the nodes congests the
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Fig. 1. Analytical results on 6TiSCH joining time, EB, and DIO reception

probabilities and energy consumption of a pledge. (a) 6TiSCH formation time.
(b) EB reception probability. (c) DIO reception probability. (d) Pledge energy
consumption. (e) Joined node energy usage. (f) Scalability experiment.

minimal cell (the worst in 6TiSCH-MC), which again results
in low EB and DIO reception probabilities of the pledges, and
so delays the formation of the networks. Both the C2DBI and
GTCC reduced the congestion in the minimal cell by limiting
the control packet transmission, and so achieve better results
than 6TiSCH-MC. Although, GTCC improves the joining time
compared to C2DBI, it is not significant. This is because the
complete behavior of the DIO packet generation Trickle algo-
rithm is not considered in the analytical model of [9], and so
the congestion due to DIO transmission is not so significant.
Therefore, using the analytical model, GTCC only controls
the EB transmission probability like C2DBI but does not con-
trol the DIO transmission probability. Hence, both C2DBI and
GTCC show almost similar results.

As longer joining time of the pledges also increases the
energy consumption of the nodes; therefore, from Fig. 1(d)
and (e), it can be seen that the proposed scheme GTCC reduces
the energy consumption of both the joined nodes and the
pledges compared to that in the existing benchmark schemes.
Furthermore, Fig. 1(f) shows the 6TiSCH formation time of
few bigger networks to prove the scalability of GTCC, where
GTCC outperforms the existing schemes.

VI. PERFORMANCE EVALUATION

A. Experimental Setup

The proposed GTCC is implemented on Contiki-NG
OS [23]. Two benchmark schemes, i.e., 6TiSCH-MC [5]

Authorized licensed use limited to: Singapore University of Technology & Design. Downloaded on April 29,2024 at 06:52:20 UTC from IEEE Xplore. Restrictions apply.



3960

TABLE I
JOINING TIME UNDER VARIED PREFERENCE PARAMETERS

Constant a=5v=0.1 =05 v=0.1
. 15} «
Varied 65 T 00 [ 05 1 I 5 10

Joining 54,1397 1375 | 386 | 3.78 | 3.758 | 3.82

time (min)
TABLE II
EXPERIMENTAL SETTINGS

Parameter Value
Operating System Contiki-NG

Network Topologies 5x5and 2 x 12

Testbed FIT IoT-LAB, Grenoble
Testbed mote type M3

Number of channels 16

Timeslot and Slotframe length 10 ms, 101

RPL version, DIO interval RPL Lite, Trickle

RPL Objective Function MRHOF-ETX
Experiment duration 60 minutes

and C2DBI [9] are considered for showing comparative
performance study. The values of different parameters of
all the schemes are taken same as the values mentioned in
Section V. The open and real FIT IoT-LAB [24] is used for
running testbed experiments. The various testbed experimental
settings are mentioned in Table II, and two different topologies
are used for the testbed experiments. The first topology is a
5x5 grid topology and the other one is a 2x 12 linear topology.

B. Performance Metrics

We consider three metrics for the evaluation of the proposed
scheme. The first metric is TSCH synchronization time. It is
the time when a pledge receives its first valid EB frame. It is
already mentioned in Section III-A that, before receiving an
EB, a pledge needs to keep its radio active all the time, which
consume significant amount of energy. A pledge knows the
location of the minimal cell after receiving a valid EB. So,
it keeps radio active only in the minimal cell to save energy.
So, the TSCH synchronization time is an important metric to
consider during network formation.

6TiSCH joining time is considered as second metric, which
denotes the time when the TSCH synchronized node receives
the DIO packet from its parent. Note that the 6TiSCH joining
time is the same time for the node to join the DODAG. A node
is allowed to transmit its control packet for further expansion
of the network after joining the 6TiSCH network. Hence, this
6TiSCH or DODAG joining time of the nodes is important to
consider during the network formation.

As it is already mentioned that a pledge consumes more
energy before it gets synchronized with the TSCH network,
therefore, energy consumption is taken into consideration as
the third metric. Although the radio duty cycle (RDC) of a
node reduces from 100% to 1% after getting an EB frame,
its child node(s) still have the RDC of 100%. It is because
neither the node has started transmitting its control packets nor
the children receive EB frame. Therefore, quick and sufficient
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transmission of both these EB and DIO packet is necessary to
increase the lifetime of a network.

C. Results and Discussion

The received results from the testbed experiments are shown
using a 95% confidence interval. Fig. 2(a) and (b) shows
the number of TSCH synchronized nodes in different time
intervals, such as 0-2, 2—4, 0-3, 3-6 min, etc., for both
the 2 x 12 linear and 5 x 5 grid topologies, respectively.
Similarly, Fig. 2(c) and (d) shows the number of 6TiSCH
joined nodes in different time intervals. It can be seen from the
results that GTCC outperforms both 6TiSCH-MC and C2DBI
in terms of number of joined TSCH synchronized nodes and
6TiSCH joined nodes in different time intervals. It is because
GTCC is used to maintain balance between the congestion in
the minimal cell and sufficient transmission of the EB and
DIO packet in the networks during their formation. Although
C2DBI reduces the congestion in the minimal cell by dynam-
ically changing the EB generation rate, that is not sufficient
to fully reduce the congestion in minimal cell. It is because
C2DBI does not control the DIO transmission rate, which
is necessary. When a node transmits the DIS request for a
DIO packet, nearby joined node(s) reset their Trickle algo-
rithm, which turns out burst transmission of DIOs and congests
the minimal cell. Therefore, to deal with this kind of sce-
narios, GTCC restrains the transmission of joined nodes by

Authorized licensed use limited to: Singapore University of Technology & Design. Downloaded on April 29,2024 at 06:52:20 UTC from IEEE Xplore. Restrictions apply.



KALITA AND KHATUA: NONCOOPERATIVE GAMING APPROACH FOR CONTROL PACKET TRANSMISSION

forcing them to wait for their respective SW periods so that
congestion gets reduced. Hence, it significantly achieves bet-
ter performance compared to C2DBI. 6TiSCH-MC suffers the
most because it does not provide any mechanism to deal with
the congestion in minimal cell.

The average energy consumption by a pledge in different
time intervals is shown in Fig. 2(e) and (f) for the 2 x 12
and 5 x 5 topologies, respectively. At the beginning of the
formation process, all the schemes consume more energy. It is
because, initially, most of the nodes do not get synchronized
with the TSCH networks. They randomly scan on different
channels by keeping their radios active for EBs, which causes
more energy consumption. Therefore, in 6TiISCH-MC, average
energy consumption of the nodes is more because only few
nodes immediately get synchronized with the TSCH networks
due to congestion in the minimal cell. On the other hand, in
GTCC, nodes do not need to wait for longer time to receive their
first EBs because of the less congestion in the minimal cell,
which significantly saves nodes’ energy. All the three schemes
consume almost same energy when their formation process is
over as nodes keep their radios active only in the minimal cell.

VII. CONCLUSION

This work proposed a game-theoretic approach to reduce
congestion in the minimal cell so that the performance of the
6TiSCH network can be improved during its formation. For
this, we design a noncooperative game, where a joined node
acts as player who wants to maximize its profit irrespective
of the strategies of other neighboring nodes. In the pay-off
function, control packet transmission probability is consid-
ered as a utility function, and the minimal cell busy ratio
and energy of a node are considered as price functions. The
obtained solution of the proposed game using the Lagrange
multiplier and KKT conditions is further used in a newly
proposed GTCC. GTCC calculates the SW size of the nodes
to restrain them in transmitting control packets frequently so
that congestion in the minimal cell can be reduced without
any signaling overhead. An existing analytical model given in
[9, Sec. 4.1] is used to find out the best combination of prefer-
ence parameters used in the proposed game. We used the same
analytical model to compare the proposed GTCC with the
benchmark schemes, such as 6TiSCH-MC [5] and C2DBI [9].
Furthermore, the GTCC is implemented on Contiki-NG and
evaluated using the FIT IoT-LAB testbed. The received results
from both the analytical analysis and the testbed experi-
ments showed that GTCC significantly improves the joining
time and energy consumption of the pledges compared to the
benchmark schemes.

REFERENCES

[1] IEEE  Standard  for  Low-Rate
Standard 802.15.4-2015, Apr. 2016.

[2] X. Vilajosana et al., “IETF 6TiSCH: A tutorial,” IEEE Commun. Surveys
Tuts., vol. 22, no. 1, pp. 1-21, 1st Quart., 2020.

[3] T. Watteyne et al., “Industrial wireless IP-based cyber-physical systems,”
Proc. IEEE, vol. 104, no. 5, pp. 1025-1038, May 2016.

[4] M. R. Palattella et al., “Standardized protocol stack for the Internet
of (Important) Things,” IEEE Commun. Surveys Tuts., vol. 15, no. 3,
pp. 1389-1406, 3rd Quart., 2013.

Wireless  Networks, 1EEE

3961

[5] X. Vilajosana, K. Pister, and T. Watteyne, “Minimal IPv6 over the TSCH
mode of IEEE 802.15.4e (6TiSCH) configuration,” Internet Eng. Task
Force, RFC 8180, May 2017.

[6] Q. Wang, X. Vilajosana, and T. Watteyne, “6TiSCH operation sublayer
(6TOP) protocol (6P),” Internet Eng. Task Force, RFC 8480, Nov. 2018.

[71 N. Accettura, E. Vogli, M. R. Palattella, L. A. Grieco, G. Boggia, and
M. Dohler, “Decentralized traffic aware scheduling in 6TiSCH networks:
Design and experimental evaluation,” IEEE Internet Things J., vol. 2,
no. 6, pp. 455-470, Dec. 2015.

[8] C. Vallati, S. Brienza, G. Anastasi, and S. K. Dass, “Improving network
formation in 6TiSCH networks,” IEEE Trans. Mobile Comput., vol. 18,
no. 1, pp. 98-110, Jan. 2019.

[9] A. Kalita and M. Khatua, “Channel condition based dynamic beacon

interval for faster formation of 6TiSCH network,” IEEE Trans. Mobile

Comput., vol. 20, no. 7, pp. 2326-2337, Jul. 2021.

M. Vucinic, T. Watteyne, and X. Vilajosana, “Broadcasting strategies

in 6TiSCH networks,” Internet Technol. Lett., vol. 1, no. 1, p. el5,

Dec. 2017. [Online]. Available: https://doi.org/10.1002/it12.15

A. Kalita and M. Khatua, “Opportunistic transmission of control packets

for faster formation of 6TiSCH network,” ACM Trans. Internet Things,

vol. 2, no. 1, pp. 1-29, Jan. 2021.

E. Vogli, G. Ribezzo, L. A. Grieco, and G. Boggia, “Fast join and

synchronization scheme in the IEEE 802.15.4e MAC,” in Proc. IEEE

Wireless Commun. Netw. Conf. Workshops, Mar. 2015, pp. 85-90.

E. Vogli, G. Ribezzo, L. A. Grieco, and G. Boggia, “Fast network joining

algorithms in industrial IEEE 802.15.4 deployments,” Ad Hoc Netw.,

vol. 69, pp. 65-75, Feb. 2018.

D. D. Guglielmo, S. Brienza, and G. Anastasi, “A model-based bea-

con scheduling algorithm for IEEE 802.15.4e TSCH networks,” in

Proc. IEEE 17th Int. Symp. World Wireless Mobile Multimedia Netw.,

Jun. 2016, pp. 1-9.

I. Khoufi, P. Minet, and B. Rmili, “Beacon advertising in an IEEE

802.15.4e TSCH network for space launch vehicles,” in Proc. 7th Eur.

Conf. Aeronaut. Aerosp. Sci., Jul. 2017, pp. 1-15.

A. Kalita and M. Khatua, “Autonomous allocation and scheduling of

minimal cell in 6TiSCH network,” IEEE Internet Things J., vol. 8,

no. 15, pp. 12242-12250, Aug. 2021, doi: 10.1109/JI0T.2021.3062115.

H. A. A. Al-Kashoash, M. Hafeez, and A. H. Kemp, “Congestion control

for 6LoWPAN networks: A game theoretic framework,” IEEE Internet

Things J., vol. 4, no. 3, pp. 760-771, Jun. 2017.

S. Chowdhury, A. Benslimane, and C. Giri, “Noncooperative gaming for

energy-efficient congestion control in 6LoWPAN,” IEEE Internet Things

J., vol. 7, no. 6, pp. 4777-4788, Jun. 2020.

F. Goudarzi and H. Asgari, “Non-cooperative beacon rate and awareness

control for VANETS,” IEEE Access, vol. 5, pp. 16858-16870, 2017.

P. Levis, T. Clausen, J. Hui, O. Gnawali, and J. Ko, “The trickle

algorithm,” IETF, RFC 6206, Mar. 2011.

H. Nikaidd and K. Isoda, “Note on non-cooperative convex games,” Pac.

J. Math., vol. 5, no. S1, pp. 807-815, 1955.

J. B. Rosen, “Existence and uniqueness of equilibrium points for concave

N-person games,” Econometrica, vol. 33, no. 3, pp. 520-534, 1965.

A. Dunkels, B. Gronvall, and T. Voigt, “Contiki—A lightweight and

flexible operating system for tiny networked sensors,” in Proc. 29th

Annu. IEEE Int. Conf. Local Comput. Netw., 2004, pp. 455-462.

C. Adjih et al., “FIT IoT-LAB: A large scale open experimental IoT

testbed,” in Proc. IEEE 2nd World Forum Internet Things, Dec. 2015,

pp. 459-464.

[10]

(11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]
[20]
[21]
[22]

[23]

[24]

Alakesh Kalita received the B.Tech. degree from Assam Don Bosco
University, Guwahati, India, in 2012, and the M.Tech. degree from Assam
University, Silchar, India, in 2016.

He is a Doctoral Researcher with the Department of CSE, Indian Institute
of Technology Guwahati, Guwahati, India. His research interests include IoT
and WSN.

Manas Khatua (Member, IEEE) received the B.Tech. degree in computer
science and engineering from the University of Kalyani, Kalyani, India, the
M.Tech. degree in information technology from BESU Shibpur, Shibpur,
India, and the Ph.D. degree in wireless networks from Indian institutes of
technology Kharagpur, Kharagpur, India.

He is an Assistant Professor with the Department of CSE, Indian Institute
of Technology Guwahati, Guwahati, India. His research interests include
performance evaluation of communication protocols, IoT, WSN, and network
security.

Mr. Khatua is a member of ACM.

Authorized licensed use limited to: Singapore University of Technology & Design. Downloaded on April 29,2024 at 06:52:20 UTC from IEEE Xplore. Restrictions apply.


http://dx.doi.org/10.1109/JIOT.2021.3062115


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Helvetica
    /Helvetica-Bold
    /HelveticaBolditalic-BoldOblique
    /Helvetica-BoldOblique
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Times-Bold
    /Times-BoldItalic
    /Times-Italic
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryITCbyBT-MediumItal
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Average
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Average
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Recommended"  settings for PDF Specification 4.01)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


