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Abstract—The 6TiSCH communication architecture provides
delay-bounded packet delivery, energy efficient, and reliable
data-delivering communication in mission-critical Internet of
Things (IoT) applications. It uses IETF’s 6TiSCH minimal
configuration (6TiSCH-MC) standard for resource allocation
during network formation and routing using a routing pro-
tocol for low power and lossy network (RPL) as routing
protocol. In RPL, the DODAG information solicitation (DIS)
control packet is used to solicit routing information from
the existing networks. However, it is observed that mali-
cious transmission of this DIS packet can severely affect the
6TiSCH networks in terms of nodes’ network joining time
and energy consumption. Therefore, designing countermea-
sures of DIS attack in 6TiSCH network has become critically
important. Additionally, the existing works neither consid-
ered all the possible parameters together for detecting DIS
attack nor energy efficient, and create control packet over-
head. In this work, we model noncooperative gaming to deter-
mine the optimal probability of responding to a DIS packet.
Subsequently, we design a trust model to detect malicious
DIS transmission in 6TiSCH networks. Finally, we merge both
the proposed gaming model and trust model to propose a
scheme—gaming and trust-based countermeasure (GTCM) to
reduce the effect of DIS attack in 6TiSCH networks. We imple-
ment the GTCM on Contiki-NG and validate it using open
source FIT IoT-LAB testbed. Our experimental testbed results
show that GTCM reduces the effect of DIS attack in terms
of pledges’ (new nodes) joining time and energy consumption
significantly.

Index Terms—6TiSCH, game theory, Internet of Things (IoT),
routing protocol for low power and lossy network (RPL) attack,
time slotted channel hopping (TSCH), trust model.

I. INTRODUCTION

THE IPV6 over the time-slotted channel hopping (TSCH)
mode of IEEE 802.15.4e [1] (6TiSCH) wireless commu-

nication provides reliable, time bounded, and energy-efficient
communication in large-scale multihop Internet of Things
(IoT) applications [2], [3]. The 6TiSCH layer of the 6TiSCH
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protocol stack provides interoperability between the TSCH
MAC behavior (Layer-2) and IETF’s upper layer protocol
stack. The 6TiSCH layer uses the IETF’s 6TiSCH mini-
mal configuration (6TiSCH-MC) standard [4] for allocating
resource during the formation of 6TiSCH networks and it uses
routing protocol for low power and lossy network (RPL) [5] as
its de-facto routing protocol. In brief, RPL constructs a loop-
free destination-oriented directed acyclic graph (DODAG)
routing tree for upward and downward routing in 6TiSCH
networks. For forming/constructing the DODAG, RPL uses
a dedicated control packet, i.e., DODAG information object
(DIO). The new joining nodes (aka pledge) require this DIO
packet to join the DODAG. However, before getting the DIO
packet, the pledge should receive another control frame named
enhanced beacon (EB) to get synchronized with the underlying
TSCH network. EB contains the basic network information,
whereas DIO contains the routing information. Hence, the
pledges require both control the packets to join 6TiSCH
networks.

The devices used in low power and lossy networks (LLNs),
such as 6TiSCH are resource constrained in terms of pro-
cessing capacity, memory, and energy. Hence, the 6TiSCH
devices should efficiently consume their energy in order to
achieve a longer network lifetime. However, many researchers
have shown that RPL is exposed to various security threats,
such as sinkhole attack, hello flooding attack or DIS attack,
RPL version attack, packet forwarding attack, sybil attack,
and wormhole attacks [6], [7], [8], [9]. These attacks severely
degrade the performance of RPL-based LLNs by increasing
the energy consumption of the nodes, rerouting the packets
via the wrong path, and congesting the network. DODAG
information solicitation (DIS) attack is one type of such
RPL attack (aka hello flooding attack), which increases the
energy consumption of the legitimate nodes and exhausts
the network capacity. In an RPL-based 6TiSCH network, a
node transmits a multicast DIS control packet on several
occasions, such as when it does not receive DIO packet
for more than some predefined configurable period, cur-
rent parent is not fresh, or during routing inconsistency.
The nodes that have already joined the network (hereafter,
we call them joined nodes) transmit several DIO packets
quickly in response to the DIS packets. The malicious nodes
exploit this RPL setting to increase the congestion in the
6TiSCH networks by the flooding of DIS packets and, con-
sequently, by the DIO packets. Please note that in 6TiSCH
networks, all control packets, such as EB, DIO, DIS, and
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TABLE I
LIST OF ACRONYMS

keep-alive are transmitted in the single shared cell of a
slotframe.1 In Table I, we summarized the frequently used
abbreviated words.

It is noteworthy that the effect of DIS attack on 6TiSCH
network has not been studied in the literature except the work
in [10]. In this recent work [10], authors have shown that DIS
attack can significantly increase the 6TiSCH joining time of
the pledges (new nodes) and their energy consumption by per-
forming testbed experiments. Although the works in [11], [12],
and [13] studied the DIS attack and proposed various schemes
to reduce its impact, these schemes considered the previous
version of IEEE 802.15.4 [14], where the control packets are
transmitted at any given time. On the other hand, in a 6TiSCH
network, all types of control packets are transmitted by all the
nodes in the limited number of shared cells. Furthermore, the
previous solutions either increased the control packet over-
head or were not able to detect DIS attack efficiently, so
reduce its effect. Please note that several works, such as [15],
[16], and [17] have shown that the 6TiSCH networks suffer
from insufficient resource allocation, i.e., the number of shared
cells per slotframe during their formation. This insufficient
resource allocation increases the formation time of the 6TiSCH
networks as well as nodes’ energy consumption. Hence, it
becomes obvious that a DIS attack can further degrade the
performance of 6TiSCH networks in terms of pledges’ join-
ing time and energy consumption as it increases the congestion
in a shared cell [10]. However, in the literature, no work has
been found to reduce the impact of DIS attack on the 6TiSCH
network. This motivates us to design a new scheme to deal
with the DIS attack in the 6TiSCH network. Furthermore,
when the malicious nodes perform DIS attack using the ficti-
tious address, all the receiving nodes will believe that new
nodes want to join the network, and transmit several DIO
packets rapidly in the network. It is called Sybil DIS attack in
RPL, which is also to be investigated in the context of 6TiSCH
networks.

In 6TiSCH network, the joined nodes selfishly transmit their
control packets in shared cells. By imposing the DIS attack in
6TiSCH networks, the malicious nodes can increase the con-
gestion and collision in the shared cell as the joined nodes
transmit their DIO packets selfishly without bothering about
the congestion and collision in the shared cell. This results in

1Slotframe is a collection of several timeslots. The nodes transmit their data
packets in their dedicated timeslot and control packets in shared timeslot. The
physical channel and the timeslot represent a cell.

increased joining time of the pledges (and so, higher 6TiSCH
network formation time) and energy consumption of the nodes.
So, to deal with this problem, we formulate a noncoopera-
tive gaming model considering the already joined nodes as
players. This proposed gaming model is further solved using
Lagrange multiplier and Karush–Kuhn–Tucker (KKT) condi-
tions for determining the optimal probability to respond to a
DIS request packet so that the network would not get con-
gested when there is a DIS attack. Thus, the proposed gaming
model is designed so that the DIS attack fails to increase the
6TiSCH network formation time and nodes’ energy consump-
tion. We further propose a trust model for the joined nodes
to distinguish between maliciously transmitted DIS packets
and regular DIS packets by using different characteristics of
the DIS transmitting node and DIS request itself. Finally, we
combine both the models, i.e., the gaming model and trust
model, and propose a scheme gaming and trust-based coun-
termeasure (GTCM) to deal with the DIS attack in 6TiSCH
networks. In brief, the following are the core contributions of
this work.

1) We design a theoretical model to analyze the impact of
the DIS attack on 6TiSCH network.

2) We design a noncooperative gaming model to determine
the optimal response probability to a DIS packet. We
prove that the proposed gaming model has a unique Nash
equilibrium (NE) point and provide the solution for the
proposed game.

3) We further propose a trust model to find maliciously
transmitted DIS packets in the network and propose a
GTCM scheme by combining the trust model with the
gaming model.

4) We implement GTCM on open source Contiki-NG [18]
and evaluated using FIT IoT-LAB [19] testbed.

The remainder of this article is organized as follows.
Section III summarized the existing works related to the DIS
attack. In Section IV, we provide the theoretical and simulation
analysis of the DIS attack on the 6TiSCH network. Section V
describes the formulation of the proposed gaming model, and
subsequently, in Section VI, we describe the proposed trust
model. Section VII describes our proposed gaming and trust-
based countermeasure scheme. Finally, in Section VIII, we
provide the testbed evaluation of the proposed scheme and
conclude this work in Section IX.

II. OVERVIEW OF RPL PROTOCOL AND DIS ATTACK

RPL [5] uses distance vector routing protocol to provide
routing facility in LLNs such as 6TiSCH. It organizes the
physical LLNs into their logical representation by construct-
ing one or more loop-free and tree-like topologies known
as DODAGs. However, every DODAG has only one root,
known as border router “6BR,” which provides interoperabil-
ity between the Internet and IEEE 802.15.4e-based LLNs. A
DODAG describes the paths from the leaf nodes (i.e., sen-
sor nodes) to the root node and vice versa. RPL maintains its
DODAG and enables auto-configuration, self-organizing, and
self-healing (i.e., through global and local repair) mechanisms
when there is inconsistency in the networks by using four
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types of control packets, such as DIS, DIO, destination adver-
tisement object (DAO), DAO acknowledgment (DAO-ACK).
However, only the DIO packet contains the information to
build the DODAG. RPL uses the Trickle algorithm [20] to
regulate the transmission of DIO control packets depending
on the current network stability to reduce the nodes’ energy
consumption and efficient bandwidth utilization. In brief, the
Trickle algorithm limits the transmission of DIO packets in
stable networks.

The needy nodes solicit the DIO packet by transmitting
either the unicast or multicast DIS packet in the network.
When the joined nodes receive a multicast DIS packet, they
reset the Trickle algorithm and rapidly transmit DIO packet in
the network. The joined nodes think there is an inconsistency
in the network, such as a change in the routing information,
which needs to be updated quickly, or a new node wants to
join the network. In brief, the transmission of multicast DIS
packets initiates burst transmission of DIO packets in RPL-
based 6TiSCH networks so that the intended receiver of the
DIO packet can receive the updated routing information in less
time. Please note that each joined node transmits only one
unicast DIO packet to the sender of the transmitted unicast
DIS packet without resetting its Trickle algorithm. However,
the malicious nodes exploit this RPL setting to increase the
congestion in the 6TiSCH networks by frequently transmitting
multicast DIS packets and, thus, impaling the joined nodes to
transmit DIO packets repeatedly.

Even though the RPL specification mentioned several secu-
rity features, their implementation is kept as “optional”
(partially or fully). It is also noteworthy that the present imple-
mentations of RPL by the Contiki OS and Tiny OS have
not implemented the security features mentioned in the RPL
specification and so they use the unsecured mode of RPL.
Furthermore, both the link layer and RPL security mecha-
nism require some control packet exchange which significantly
increases the RPL’s control packet overhead, energy con-
sumption of the nodes, and network formation time [21].
Furthermore, it is also feasible to gain access to confidential
data like preinstalled encryption keys of the legitimate nodes
and reprogram them as malicious nodes. Recently, the IETF
introduced some strategies using flags and response spread-
ing to deal with the DIS attack [22]. However, up to this
moment, these modifications have not been practically tested
and investigated so far, and the work is still in its draft stage
of standardization.

III. RELATED WORKS

It is observed that due to the unavailability of standard-
specific security models for resource-constrained IoT devices,
IoT networks become an easy target for various security
attacks. Apart from the information security requirements,
such as confidentiality, integrity, availability, authenticity, and
nonrepudiation, IoT networks also require security in access
control and authorization and protection against Denial-of-
Service (Dos) attacks [23], [24], etc. Even though many
advanced techniques, such as machine learning, deep learn-
ing, and Blockchain-based approaches have been proposed

[25], [26] to deal with different attacks in IoT networks, it
is not always possible to use these approaches in resource-
constrained IoT devices because of their limited processing
capacity, memory, and power supply.

In this work, we mainly consider the DIS effect in 6TiSCH
networks. The main goal of a DIS attack is to create burst
transmission of DIO packets in 6TiSCH, which increases the
energy consumption of both transmitter and receiver nodes. It
is further observed that DIS attack severely congests the shared
cell in 6TiSCH networks, which increases the collision, and so
degrades the performance of the 6TiSCH network in terms of
its formation time and energy consumption. Although several
works exist in the literature on different RPL’s vulnerabili-
ties and their countermeasures, only a few considered the DIS
attack on RPL-based LLNs and proposed countermeasures. In
this section, we discuss the works related to DIS attack.

The work [10] is the only work that considered the DIS attack
in the 6TiSCH network. By performing testbed experiments,
it showed that DIS attack severely degrades the performance
of 6TiSCH network in terms of nodes’ joining time, energy
consumption, and network stability. However, the work in [10]
is limited to showing the impact of the DIS attack on the
6TiSCH network only. It did not provide any countermeasure
to reduce the effect of the DIS attack on the 6TiSCH network.

The work in [11] showed how the legitimate nodes suf-
fer from Dos in the presence of DIS attack by conducting
extensive simulation experiments. The authors showed that
DIS attack can severely decrease the network lifetime by
increasing the energy consumption of the nodes. However,
it is worth mentioning that the work in [11] considered the
previous version of IEEE 802.15.4 [14], where control pack-
ets are not transmitted using shared cells, unlike the 6TiSCH
networks. Furthermore, that work also did not mention any
countermeasure for the DIS attack. Similarly, the authors of
the work [27] also analyzed the impact of the DIS attack in
terms of nodes’ energy consumption and DODAG formation
time by performing simulation experiments but did not provide
any solution.

On the other hand, Farzaneh et al. [12] developed a dis-
tributed intrusion and detection system (IDS) based on some
threshold values for detecting different RPL attacks, includ-
ing DIS attacks. In that IDS, all the nodes count the number
of transmitted DIS packets by their neighboring nodes and
send them to the IDS. The IDS compares the counts with a
fixed threshold value to detect DIS attacks in the network.
However, that work is also limited to detecting the attacks
only. The authors did not provide any countermeasure for any
detected attack. Furthermore, this detection algorithm may fail
in different network conditions because it uses fixed/static
threshold values. Ioulianou and Vassilakis [28] proposed a
hybrid threshold-based IDS that also uses the DIS transmitting
rate of the nodes to detect DIS attacks. However, it also pro-
vided only the mechanism for detecting DIS attacks. It did not
mention any countermeasure for the DIS attack. Furthermore,
that work imposes communication overhead in the network
while detecting DIS attacks.

On the other hand, Verma and Ranga proposed [13] Secure-
RPL to detect and mitigate DIS attacks in RPL-based LLNs
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considering the previous version of IEEE 802.15.4. However,
their detection algorithm would fail, and so does the mitiga-
tion algorithm, when the malicious nodes transmit DIS packets
with fictitious addresses (i.e., fake extended unique identi-
fier address, EUI64). As the detection algorithms depend on
nodes’ unique EUI64 addresses like the work in [12], [29],
and [30], that solution would not work effectively when mali-
cious nodes change their addresses every time. In the recent
work DISAM [31], the authors studied the impact of DIS
attack in Blockchain-enabled RPL-based IoT network and pro-
vided a mitigation scheme. This work [31] also maintained a
table like Secure-RPL [13] to store the DIS packet transmis-
sion information and based on a predefined threshold value,
it detects the DIS attack and discards the DIS request. This
scheme would not work efficiently if the malicious nodes
transmit DAO packets after receiving DIO packets. The work
RPL-MRC [32] proposed an approach to deal with the DIS
attack and evaluated RPL-MRC on different network scenar-
ios, such as varied DIS attacking rate, number of attackers,
and data transmission rate. RPL-MRC reduces the number of
responses of multicast DIS packet, i.e., DIO packet, by dynam-
ically varying the next DIO transmission time. The authors
use few static network parameters to tune the DIS transmis-
sion rate. Furthermore, in that work, the authors considered
the previous version of IEEE 802.15.4; hence, the solution
may not work efficiently in 6TiSCH networks as all the nodes
transmit their control packets in a shared cell. Furthermore,
this work delays the DIS transmission. So, congestion would
be persisted in a shared cell of 6TiSCH networks. The authors
of the works in [29] and [30] studied the DIS attack in
the presence of malicious nodes which continuously change
their EUI64 addresses and proposed Bloom filter and GINI
countermeasure-based solutions, respectively. However, both
approaches create communication overhead in the network and
also require additional storage and processing.

In brief, none of the existing work proposed any solution to
reduce the effect of DIS attacks on 6TiSCH networks. Hence,
in this work, we propose a scheme to reduce the impact of
DIS attack on 6TiSCH network without any communication
overhead, additional storage, and processing. Furthermore, our
proposed scheme can also detect DIS attack with a fictitious
address, i.e., can detect Sybil DIS attack and considers con-
gestion in a shared cell of 6TiSCH networks and nodes’ DIO
transmitting priority for efficient transmission of DIO packet in
the networks while providing countermeasure for DIS attack.

In Table II, we summarize the important features of exist-
ing works related to DIS attack and compare them with our
proposed scheme.

IV. ANALYSIS OF DIS ATTACK

In this section, we analyze the impact of a DIS attack
on 6TiSCH network by designing a semi Markov process
(SMP)-based theoretical model. We further implement the DIS
attack on the Contiki-NG operating system and perform sim-
ulation experiments on the Contiki-based Cooja Simulator.
The frequently used symbols used in our analytical model are
mentioned in Table III.

TABLE II
EXISTING WORKS RELATED TO DIS ATTACK

TABLE III
NOTATION

The generation and transmission of DIO packet in RPL-
based LLNs are governed by the Trickle Algorithm [20].
According to the Trickle algorithm, upon receiving a multicast
DIS request packet, a joined node resets its Trickle algorithm
and starts generating a DIO packet starting from the mini-
mum DIO generation interval, Imin. On the other hand, during
normal network operation, the joined node doubles its DIO
generation interval, Ic after the end of each interval (i.e., Ic−1)

until the Trickle algorithm reaches its maximum DIO gen-
eration interval, Imax. The trickle algorithm doubles the DIO
generation interval so that network bandwidth can be saved
and nodes can save their energy by transmitting the minimum
required DIO packet in the network. So, the generation (and so,
transmission) of a DIO packet by the joined nodes is a sporadic
process. Therefore, to find the DIO transmission probability
in a shared cell, pdio, we model Trickle algorithm’s behavior
in the presence of a DIS attack by an SMP. The proposed
SMP is associated with discrete Markov states, which repre-
sent the different Trickle states, such as Imin, I1, . . . Ic, . . . Imax
as shown in Fig. 1. The SMP is also associated with the time,
ti = 2i−1Imin spent on the Trickle state i, where 1 ≤ i ≤ Tn

and Tn is total number of Trickle states, i.e., Imax = 2Tn Imin.
A joined node jumps from ith Trickle state to (i + 1)th when
there is no DIS attack in the network with probability (1−pdis).
Here, pdis denotes the probability of DIS attack in a shared
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Fig. 1. Markov model of trickle algorithm with DIS attack.

cell, which can be calculated as follows:

pdis = L

Idis
(1)

where L is the length of slotframe and Idis is the DIS trans-
mitting interval of a malicious node. As the joined nodes reset
their Trickle algorithm immediately after receiving a multicast
DIS request, pdis becomes the DIS resetting probability of the
joined nodes. Please note that for simplicity, we do not con-
sider the other Trickle resetting conditions, such as DODAG
version change, DODAG reset, and reception of inconsistent
DIO packets. Now, the probability matrix of the Markov model
can be written as follows:

P =

⎡
⎢⎢⎢⎢⎣

pdis 1 − pdis . . . . . . 0 0
. . . . . . . . . . . . . . . . . .

pdis 0 . . . 1 − pdis 0 0
. . . . . . . . . . . . . . . . . .

pdis 0 . . . 0 0 1 − pdis

⎤
⎥⎥⎥⎥⎦

.

In SMP, the probability, pi of being in any state i is the product
of the stationary probability of being in state i and the average
amount of time the SMP spends in state i. Therefore, we can
calculate pi as follows:

pi = pdis(1 − pdis)
i−1Imin2i−1

∑Tn
k=1 pdis(1 − pdis)

k−1Imin2k−1
. (2)

So, the transmission probability of a DIO packet in a shared
cell, pdio can be calculated as follows:

pdio = pi × pi
dio (3)

where pi
dio is the DIO generation probability in state i, which

is calculated as follows:

pi
dio =

{
L

2i−1Imin
if L

2i−1Imin
≥ 1

1 Otherwise.
(4)

Now, to analyze the impact of the DIS attack on the 6TiSCH
network, we consider the 6TiSCH network formation process
with only one shared cell per slotframe as per the 6TiSCH-
MC standard [4]. During 6TiSCH network formation, several
control packets get exchanged among the pledges and already
joined nodes in shared cells. However, efficient transmissions
of both EB and DIO packet is essential for the faster formation
of the 6TiSCH networks. Faster formation of 6TiSCH network
helps in energy saving as nodes need to keep their radios
active (which consumes maximum energy) before joining the
network. Hence, we consider the 6TiSCH network formation
scenario to show the impact of the DIS attack on 6TiSCH
network.

During the formation of 6TiSCH networks, at the begin-
ning, the pledges randomly scan all the channels (maximum 16

Fig. 2. Markov chain model of pledge joining process.

channels are used) one by one by keeping their radios active to
receive the EB frame. This active scanning is required because
the pledges do not know in which channel and when the
already joined nodes transmit their control packets. However,
after getting an EB frame, the pledges get synchronized with
the underlying TSCH network, i.e., come to know about the
channel and time when the following control packets would
be transmitted. Once the pledges receive the DIO packet, they
become 6TiSCH joined nodes, i.e., successfully joined the
6TiSCH network. Note that at the very beginning, there is only
one joined node, known as join registrar/coordinator (JRC),
who starts the formation process. Now, the states of a pledge
during its network joining process, i.e., pledge, TSCH syn-
chronized node, and 6TiSCH joined node can be represented
by the discrete-time Markov Chain model to find the aver-
age joining time (AJT) of the pledge. In brief, AJT of the
pledge is nothing but the time taken by the pledge to reach
the final absorbing state of the Markov model. The Markov
model is shown in Fig. 2, where ps

eb and ps
dio denote the suc-

cessful EB and DIO transmission probabilities of a joined node
in a slotframe, respectively. The pledge jumps to the TSCH
synchronized state after receiving an EB frame with the prob-
ability ps

eb and jumps from TSCH synchronized state to the
6TiSCH joined node state with the probability ps

dio. Therefore,
AJT of a pledge, i.e., Tavg can be calculated as follows:

Tavg =
(

1

ps
eb

+ 1

ps
dio

)
× L. (5)

Now, ps
eb and ps

dio can be calculated in presence of n joined
nodes as follows:

ps
eb = n

Nc
peb(1 − peb)

n−1(1 − pdio)
n−1(1 − pl) (6)

ps
dio = npdio(1 − peb)(1 − peb)

n−1(1 − pdio)
n−1(1 − pl) (7)

where peb denotes the probability of generating an EB frame
per shared cell by the joined node, i.e., peb = (L/Ieb); Ieb is
the EB generation interval of the joined node. On the other
hand, the pdio is calculated using (3). Before getting synchro-
nized with the TSCH network, pledges randomly scan in all
the available channels, so we divide the total probability by the
total number of channels, i.e., Nc. Furthermore, the EB frame
has a higher priority compared to DIO packet [4]. Hence,
in (7), we use the term (1 − peb). The term pl denotes the
packet loss probability.

Now, to evaluate the DIS attack analytically, we consider
the network settings as follows: Nc = 16, L = 101 timeslots,
t = 10 ms, Ieb = 4 ∗ L, Pl = 0.2, Imin = 8 ms, Tn = 16.
We compute AJT of a pledge using (5) by varying the num-
ber of nodes, n present in the network and DIS attacking rate,
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Fig. 3. Analytical results using different DIS attack probability per slot-
frame such that pdis= 0.3, 0.4, 0.5. (a) 6TiSCH joining time. (b) Charge
consumption.

(a) (b)

Fig. 4. Simulation results from Cooja Simulator. (a) 6TiSCH joining time.
(b) Charge consumption.

pdis. We also calculate the energy consumption (in terms of
charge) of the pledge during its joining process by following
the procedure mentioned in the work [16] considering OM-
STM32 mote. In Fig. 3(a) and (b), we show the analytical
results on 6TiSCH joining time and charge consumption of
a pledge by varying the number of joined nodes and DIS
attacking rate. Here, we can see that both the pledge’s join-
ing time and charge consumption increase with the increasing
DIS attacking rate (i.e., highest with pdis = 0.5). It happens
because of the increasing congestion in a shared cell due to
DIS attack, which creates burst transmission of DIO packets
in the network. When the number of nodes in the network
is less, the pledge needs to wait for more time to receive a
valid EB frame as the transmitted EB frame collides with the
frequently transmitted DIO packet. Hence, the joining time,
as well as the charge consumption of the pledges, are high.
On the other hand, when the number of nodes increases in
the network, transmission of DIO packets due to DIS attack
is also increased as more nodes reset their Trickle algorithm.
This results in severe congestion in shared cell and increases
the pledge’s joining time and charge consumption drastically.
These results turn out to be worst when the DIS attacking rate
is high, i.e., pdis = 0.5 in large networks.

We have also implemented the DIS attack on Contiki-NG
and simulated the DIS attacking scenario on the Cooja sim-
ulator. For simulation, we consider a network with 49 nodes
in a 7 × 7 Grid topology, in which node 1 is considered as
JRC, nodes 5 and 23 are considered as malicious nodes, and
the other 46 nodes are left as legitimate nodes. We run our
simulation experiments for 1 h and collect the 6TiSCH join-
ing time and charge consumption of the nodes considering the
resource allocation proposed by 6TiSCH-MC standard [4]. The
results are shown in Fig. 4(a) and (b). Our simulation results
show that the DIS attack severely increases the joining time
and charge consumption of the nodes. Some nodes, such as
node 26, 40, and 49 fail to become joined nodes even after
1 h. Please note that we calculate the energy consumption by

each node [i.e., Fig. 4(b)] during the entire simulation dura-
tion. On the other hand, we calculate its energy consumption
in our analytical model till the pledge joining time. The Cooja
simulator is more realistic compared to our analytical model.
Our analytical model does not consider many network parame-
ters and conditions, such as interference, multipath fading, and
transmission range. Hence, the experimental results from both
the analytical method and simulation experiments are different
but show the same pattern or trend.

From the results of our theoretical and simulation experi-
ments, we can conclude that the DIS attack severely affects
the joining time and charge consumption of the nodes in
6TiSCH networks. Hence, in the following sections, we pro-
pose gaming and trust models to deal with the DIS attack in
the 6TiSCH network.

V. MODELING OF NONCOOPERATIVE GAMING

In the 6TiSCH network, the joined nodes reset their Trickle
algorithm to respond to the multicast DIS packet. It results
in immediate and burst transmission of DIO packets in the
network until all the joined nodes reach their maximum DIO
generation Trickle interval. It is noteworthy that the joined
nodes selfishly transmit their control packet, including the
DIO packets. In brief, a joined node transmits its control
packet without caring about the transmission of neighbor-
ing joined nodes and congestion in a shared cell. Hence,
packet collision and congestion in shared cell increase dras-
tically when multicast DIS packets are frequently transmitted
in the 6TiSCH network or other RPL-based LLNs. So, both
the congestion and collision become serious problems when
the DIS packet is multicasted frequently, i.e., the DIS attack
is imposed in 6TiSCH networks. Therefore, in this section,
we propose a noncooperative gaming approach to find the
optimal Trickle resetting probability to reduce the congestion
in a shared cell, and so to reduce the impact of DIS attack
on 6TiSCH networks. As only the joined nodes transmit DIO
packets, hence, the proposed gaming model is used only by
the joined nodes. After calculating the optimal Trickle reset-
ting probability, the joined nodes find the trustworthiness of
the received DIS packet using a trust model (discussed in the
next section).

Let us consider a set of already joined nodes including the
JRC, say J = {J1, J2, . . . Jn}, where Ji denotes the ith joined
node present in a 6TiSCH network. These nodes frequently
transmit their DIO packets selfishly by resetting the Trickle
algorithm upon receiving a DIS packet. Each selfish joined
node and its Trickle resetting probability can be modeled as a
noncooperative game G = {J, (�i)Ji∈J, (ϕi)Ji∈J}.

1) Players: The already joined nodes (i.e., ∀Ji ∈ J) are
considered as players in our proposed game, G. It is
because the joined nodes transmit DIO packets without
any cooperation with the neighboring nodes.

2) Strategy: �i is the strategy of player Ji. Strategy of each
player Ji is to decide the Trickle resetting probability, κi

such that 0 ≤ κi ≤ 1. Therefore, the strategy space of
player Ji is �i = [0, 1] and strategy space for the whole
game is � = ∏n

i=1 κi, ∀Ji ∈ J.
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3) Pay-Off Function: ϕi denotes the pay-off function of each
player Ji. Each player Ji tries to maximize its pay-off
function by choosing the best value of κi over [0, 1].

The frequent and burst transmission of DIO packet due to
DIS attack increases the congestion, so packet collision in a
shared cell. Therefore, we include shared cell congestion sta-
tus (SCC), number of transmitted DIO packets with respect
to redundancy constant, and nodes’ packet transmission prior-
ity as a price functions in our proposed pay-off function. We
formulate the pay-off function of player Ji as follows:

ϕi(κi, κ−i) = ui(κi) − 1

1 − CCi(κi, κ−i)
− Ci(κi) − Pi(κi) (8)

where ϕi(κi, κ−i) is the payoff function of player Ji; where
κi is the Trickle resetting probability of player Ji and κ−i

denotes the Trickle resetting probabilities of other players
except Ji. We describe different functions of our proposed
payoff function, i.e., the other parameters of (8) as follows.

1) Utility Function: The term ui(κi) denotes the utility func-
tion of player Ji, where κi is Trickle resetting probability.
The value of ui(κi) is considered as follows:

ui(κi) = log(κi + 1). (9)

The utility function is directly proportional to the play-
ers’ pay-off function, and we use logarithm to make the
function strictly concave. We add one with the utility
function so that the value of ui does not become infinity
when κi = 0.

2) Congestion Cost Function: The term CCi(κi, κ−i) denotes
the congestion in a shared cell due to transmission of
DIO packets by the joined nodes, i.e., players Ji, ∀Ji ∈ J.
The value of CCi(κi, κ−i) is determined as follows:

CCi(pi, p−i) = Busy shared cell

Busy shared cell + Idle shared cell

=
∑T

t=0 1 − (1 − κi)
n

∑T
t=0 1 − (1 − κi)

n + (1 − κi)
n

= 1 − (1 − κi)
n. (10)

Here, T denotes the time interval in terms of number
of shared cells for measuring the SCC, and n denotes
the number of neighbor nodes, including the node itself.
Please note that we use the Trickle resetting probability
for calculating SCC as the minimum DIO interval is less
than the slotframe length, i.e., Imin < L.

3) Counter Cost Function: In the Trickle algorithm, the
term redundancy constant is used to restrict the num-
ber of DIO transmissions so that congestion and energy
consumption can be reduced. However, according to
RPL [5], this redundancy constant is not considered
when the joined node receives DIS request. So, this is
one reason for increasing DIO packet transmission when
there is a DIS attack in the network. Therefore, we cal-
culate the counter cost function with respect to default
redundancy constant, k as follows:

Ci(κi) = κiC

nk
(11)

where C is a counter for the number of transmitted DIO
packets in the current DODAG instance.

4) Priority Cost Function: It is defined by the term Pi(κi) to
distinguish between high and low priority joined nodes.
The value of Pi(κi) is calculated as follows:

Pi(κi) = κi

TDi

(12)

where TDi denotes the current Trickle state of player Ji.
We consider this cost function to give higher opportu-
nities to the nodes in higher Trickle states than those in
lower Trickle states. A node would be in a lower Trickle
state when it has recently reset its Trickle algorithm.

After defining the different functions, such as ui, CCi, Ci,
and Pi of the players Ji, ∀Ji ∈ J, the final pay-off function
can be written using (8) as follows:

ϕi(κi, κ−i) = αi(log κi + 1) − βi

(1 − κi)
n − γiκiC

nk
− δiκi

TDi

(13)

where, αi, βi, γi, and δi denote the preference parameters of the
utility function, congestion cost function, counter cost function,
and priority cost function, respectively.

A. Solution of the Game

A noncooperative game should have a unique NE point
to have a unique solution. We prove it for our proposed
game G = {J, (�i)Ji∈J, (ϕi)Ji∈J}, through two Lemmas, i.e.,
Lemmas 1 and 2 which are presented as follows.

Lemma 1: The proposed pay-off function ϕi(κi, κ−i); ∀Ji ∈
J holds the concave property, and the game G =
{J, (�i)Ji∈J, (ϕi)Ji∈J} has at least one NE point.

Proof: The proof of this lemma is similar to the proof of
[33, Lemma 1] and is also available in the Appendix.

Lemma 2: The proposed game G has a unique solution as
it has a unique NE point.

Proof: The proof of this lemma is similar to the proof of
[33, Lemma 2] and is also available in the Appendix.

Lemmas 1 and 2 have proved that our proposed game G
holds a unique NE point and a unique solution. Therefore,
in order to solve G, we construct the following constrained
nonlinear optimization problem:

maximize
pi∈Si

ϕi(κi, κ−i)

subject to

0 ≤ κi; ∀Ji ∈ J

0 ≤ κmax
i − κi; ∀Ji ∈ J. (14)

Now, to solve this constrained nonlinear optimization problem,
we can write the Lagrange function Li(κi, κ−i, σi) for player
Ji,∀Ji ∈ J, as follows:

Li(κi, κ−i, σi) = ϕi(κi, κ−i) + νiκi + σi
(
κmax

i − κi
)

(15)

where, νi and σi are two Lagrange multipliers constant. Now,
we can write the KKT conditions as follows:

νi, σi ≥ 0

κi ≥ 0

κmax
i − κi ≥ 0

�κiϕi(κi, κ−i) + νi �κi (κi) + σi �κi

(
κmax

i − κi
) = 0
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νiκi = 0

σi
(
κmax

i − κi
) = 0.

Equation (15) has three unknown variables, i.e., κi, νi, and σi.
We use KKT conditions to calculate the optimal Trickle
resetting probability (κ∗

i ) of player Ji as follows:

κ∗
i =

⎧⎪⎨
⎪⎩

ρmin
i ; if condition 1

ρmax
i ; if condition 2

αi
nβi
χi

+ γi
TDi

+ δi×C
n×k

− 1; otherwise
(16)

where condition 1 is
nβi

αi − γi
TDi

− δi×C
n×k

≥ χi. (17)

The term χi denotes the shared cell idle ratio, which is nothing
but χi = (1 − pi)

n+1. We derived the condition 1 considering
κi = 0 and σi = 0, which implies

⇒ αi

κi + 1
− nβi

(1 − κi)
n+1

− γi

TDi

− δiC

nk
+ νi = 0

⇒ νi = − αi

κi + 1
+ nβi

(1 − κi)
n+1

+ γi

TDi

+ δiC

nk
. (18)

The solution κi = 0 is feasible, if νi > 0 holds, therefore

− αi

κi + 1
+ nβi

(1 − κi)
n+1

+ γi

TDi

+ δiC

nk
≥ 0

nβi

αi − γi
TDi

− δiC
nk

≥ χi. (19)

Similarly, condition 2 is obtained by considering κi = κ i
max,

νi = 0, and, here, also κi = κ i
max is feasible only when the

condition, σi > 0 holds. Therefore, the final obtained condition
2 is as follows:

nβi
αi

pi
max − γi

TDi
− δi×C

n×k

≤ χi. (20)

Finally, the otherwise condition holds all the conditions that
do not fall under conditions 1 and 2. The otherwise condition
is obtained considering νi = 0, σi = 0, and 0 < κi < κmax. In
Fig. 5, we provide the flow chart of the proposed gaming model.

VI. TRUST MODEL

This section describes our proposed trust model to distin-
guish maliciously transmitted DIS packets from normal DIS
packets in a given 6TiSCH network. For this, we calculate a
term called trust factor (TF) for each transmitted DIS packet
in the network by considering the following three aspects.

1) DIS Transmitting Rate: If a node frequently transmits
DIS packet compared to the standardized DIS rate men-
tioned in [20], then we assign binary value to the
variable X = 1, otherwise, X = 0. Here, the true value
of binary variable X denotes that the node maliciously
transmitted DIS request, i.e., at a higher rate. The stan-
dardized DIS rate is 1/60 sec [5]. So, we consider this
value as a threshold value for comparison.

2) Is It a Joined Node? The joined node checks whether or
not the DIS transmitting node has transmitted the data

Fig. 5. Working of the proposed gaming model.

packet before. If the node has transmitted data packets
before, then we assign Y = 0, otherwise Y = 1. We
consider this condition because a malicious node always
tries to perform its activity for a longer duration. Hence,
it would not waste energy by transmitting data packets.

3) Information From RSSI: A malicious node can perform
DIS attack by changing its EUI64 addresses which is
known as Sybil attack [30]. Hence, we assign binary value
to the variable Z = 1 when a node receives multiple DIS
requests with the same RSSI value but different EUI64
addresses. Otherwise, we assign Z = 0. We can assume
that the nodes in any IoT network are deployed at least
at a minimum distance which does not incur the same
RSSI value to reduce the deployment cost.

After assigning binary values to the above-mentioned three
binary variables, we calculate the final TF as follows:

TF = 1 − (
ωxX + ωyY + ωzZ

)
(21)

where ωx, ωy, and ωz are the weight parameters associated
with the above-mentioned three binary variables such that ωx+
ωy + ωz = 1 and ωx = 0.5, ωy = 0.25, and ωz = 0.25. We
assign the highest weight to ωx because if a node transmits
a DIS request with more than the standardized rate, then the
node is malicious. On the other hand, we assign ωy = 0.25
and ωz = 0.25 because at the beginning, a node would not
transmit any data packet, and there may be a case that a joined
node may receive multiple DIS requests from multiple nodes,
which are located very closely. At the beginning, the values
of X, Y , and Z for all the nodes are considered as 0, i.e., we
consider all the nodes as legitimate nodes. These values get
changed depending on the activities of the nodes after joining
the network, as nodes can transmit their DIS packets only after
joining the network. Hence, the final TF will be in TF = [0, 1]
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Algorithm 1 GTCM
1: INPUT: κi, κ−i, C, k, TDi , X, Y , Z
2: OUTPUT: κ∗

i
3: if Received multicast DIS packet then
4: Calculate shared cell idle probability i.e., χi
5: Calculate κ∗

i using the Equation (16)
6: Calculate Trust factor, TF using the Equation (21)
7: if Trust factor, TF > 0.5 then
8: Reset the Trickle algorithm with probability κ∗

i
9: else

10: Ignore the DIS request
11: (*mark the sender as malicious node)
12: end if
13: end if

for every possible value of above mentioned binary variables.
So, after calculating the value of TF, if a joined node finds that
TF ≤ 0.5, then it considers that a malicious node transmits the
received DIS request, otherwise, it is considered as a normal
DIS request, i.e., when TF > 0.5.

VII. GAMING AND TRUST-BASED COUNTERMEASURE

In this section, we describe our proposed scheme GTCM.
GTCM uses both the proposed noncooperative gaming model
and trust model to reduce the effect of DIS attack on 6TiSCH
networks. Using the gaming model’s solution, GTCM decides
the optimal Trickle resetting probability, and using the trust
model, GTCM finds the presence of maliciously transmit-
ted DIS packets in the 6TiSCH networks. Please note that
only joined nodes run the GTCM scheme. After receiving
a multicast DIS request, a joined node calculates the SCC
from when it received its last DIS request. Note that SCC is
measured without any signaling overhead in the network. It
is because all the nodes need to keep their radios active in
the shared cell for transmitting or receiving control packets
in 6TiSCH network. SCC is measured by dividing the total
number of shared cells in which the joined node has either
received or transmitted control packet by the total number of
shared cells in the measuring interval. Now, by subtracting the
value of SCC from 1, we can calculate the value of χi, which
is used (16). Finally, using (16), we can calculate the optimal
Trickle resetting probability, κ∗

i .
After calculating the value of κ∗

i , we use our trust model
to find maliciously transmitted DIS packets in the network.
For this, we use (21). If the proposed trust model classifies
the current DIS packet as malicious, the joined node ignores
the received DIS packet. Otherwise, the joined node resets its
Trickle algorithm with the probability κ∗

i , which is calculated
using the gaming model. Please note that after classifying a
DIS packet as a malicious packet, the joined nodes can take
necessary action against the sender, such as blocking it perma-
nently, report to JRC or the network administrator. However,
these techniques are not included in this work. Algorithm 1
describes the steps of the proposed GTCM, where step 9 is
not considered in this work.

VIII. PERFORMANCE EVALUATION

We implement our proposed scheme GTCM on Contiki-NG
and create binary files (Contiki OS) for 32-bit ARM Cortex

TABLE IV
EXPERIMENTAL SETTINGS

Fig. 6. Strasbourg FIT IoT-LAB testbed with 62 M3 nodes.

M3 microcontroller-based IoT node. We use the open-source
FIT IoT-LAB to perform our testbed experiments, where we
select 62 nodes from the Strasbourg location. The nodes are
deployed in a 3-D space as shown in Fig. 6, and all the nodes
used all the 16 communication channels with -17-dBm packet
transmission (Tx) power. Out of the selected 62 nodes, we
consider node 38 as JRC, node 36, and 24 as malicious nodes
who maliciously transmit DIS packets after every second. The
network formation process is started by the JRC, i.e., node 38
and the other nodes join the network once they receive both
the EB and DIO control packets. The other parameters used
in our testbed experiment are mentioned in Table IV.

We evaluate the impact of DIS attack on the considered
6TiSCH network (shown in Fig. 6) in terms of the matrices
mentioned in the previous Section IV, i.e., 6TiSCH joining
time and energy consumption. However, apart from these two
metrics, we also consider other metrics, such as TSCH syn-
chronization time, number of transmitted DIO, and DIS packets
during our testbed experiments. TSCH synchronization time
of a pledge is the time the pledge takes to receive its EB
frame. The pledge consumes maximum energy before getting
synchronized with the TSCH network as it needs to keep its
radio active to get an EB frame. On the other hand, the time
is taken by a TSCH synchronized node to receive a valid DIO
packet (i.e., to become a 6TiSCH joined node) is considered
as 6TiSCH joining time. We further measure the amount of
charge consumed by each node during our testbed experiments
as the DIS attack increases the energy consumption of the nodes
by increasing the transmission of DIO packets in the 6TiSCH
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(a) (b)

Fig. 7. Simulation results from Cooja Simulator. (a) 6TiSCH joining time.
(b) Charge consumption.

(a) (b)

(c) (d)

Fig. 8. Testbed results from FIT IoT-LAB. (a) TSCH sync time. (b) 6TiSCH
joining time. (c) Charge consumption. (d) Transmitted DIO.

networks. For measuring the charge consumption by the nodes,
we use the Energest module available on Contiki-NG.

We also provide the simulation-based experimental results
of the proposed scheme using the previous 7×7 topology along
with testbed results. The simulation results are shown in Fig. 7
and the testbed experimental results are shown in Figs. 8
and 9. From the simulation results, it can be observed that
nodes take less time to join the network [Fig. 9(a)] and con-
sume less charge [Fig. 9(b)] in presence of DIS attack using
the proposed scheme GTCM compared to the default (i.e.,
GTCM is not used) network scenario. The testbed results on
TSCH synchronization time and 6TiSCH joining time shown
in Fig. 8(a) and (b), respectively, show that GTCM reduces
both the joining times of the nodes even when there is a DIS
attack in the network. GTCM shows better results because it
responds to the DIS packets only when the legitimate nodes
have transmitted those DIS packets. Furthermore, to balance
the shared cell congestion (SCC) and maintain fair DIO trans-
mission opportunity among nodes, GTCM resets the nodes’
Trickle algorithm with optimal probability depending on the
current SCC and nodes’ Trickle state. Fig. 8(d) shows that
GTCM transmits less number of DIO packets compared to
the other two network conditions. In brief, GTCM can balance
the number of transmitted DIO packets in the network, conges-
tion in a shared cell, and fair transmission of DIO packet. So,
because of the balanced congestion in a shared cell, GTCM
can reduce both the nodes’ TSCH and 6TiSCH joining times.

In Fig. 8(c), we show the energy consumption of the nodes
during experiments. Here, we can see that GTCM is able to

(a) (b)

Fig. 9. Comparison with existing DIS attack detection schemes for from
5 × 5 Grid topology. The bar shows the number of joined nodes and average
energy consumption by the nodes for various time intervals (e.g., 0–6, 0–12,
etc., in minutes). (a) 6TiSCH joining time. (b) Energy consumption.

reduce the energy consumption of the nodes to some extent,
but nodes also consume more energy compared to when there
is no DIS attack in the network using GTCM. It is because,
even though GTCM responds optimally to DIS packets, the
nodes receive the DIS packets transmitted by the malicious
nodes. As nodes consume energy for receiving packets also,
GTCM fails to reduce the energy consumption of the nodes.
However, it saves some energy by transmitting a minimum
number of DIS packets in the network compared to the
network with DIS attacks.

In Fig. 9, we compare our proposed scheme GTCM with the
recent existing schemes Secure-RPL [13] and RPL-MRC [32]
on DIS attack detection and mitigation. Please note that we
obtain these results using a 5×5 Grid topology in Strasbourg.
We run each experiment several times for 30 min and provide
the results with 95% confidence interval. The results show
that GTCM performs better than both existing schemes. It is
because, Secure-RPL [13] and RPL-MRC [32] did not con-
sider the Sybil DIS attack, i.e., when the malicious nodes
transmit their DIS packets with fictitious EUI64 id. Even
though, RPL-MRC [32] can reduce congestion in a shared
cell by dynamically varying the DIO transmitting intervals
compared to Secure-RPL [13], it fails to reduce congestion
as much as GTCM can do. We also note that GTCM also
considers congestion in a shared cell while calculating the
DIS response probability apart from other parameters. Hence,
GTCM performs better than both existing schemes. On the
other hand, Secure-RPL [13] shows the worst performance as
it neither considers the Sybil DIS attack nor varies the DIO
transmission interval.

IX. CONCLUSION

In this work, we proposed a noncooperative gaming and
trust model-based countermeasure for DIS attacks considering
6TiSCH IoT networks. We formulated a noncooperative gam-
ing model with the joined nodes as players. In the pay-off
function, we considered the Trickle resetting probability as
a utility function. As a shared cell gets congested due to
the transmission of more DIO packets in the network, we
considered the SCC as one of the parameters for price func-
tion. Furthermore, to provide equal opportunity, we used two
more parameters (i.e., number of transmitted DIO packets in
an interval (counter) and Trickle state of a joined node) for
the price function. Apart from this gaming model, we also
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proposed a trust model to find malicious transmissions of
DIS packets in 6TiSCH networks. Finally, we combined the
solution of our gaming model and trust model and proposed
the GTCM to reduce the effect of DIS attacks on 6TiSCH
networks. The proposed scheme GTCM was implemented on
Contiki-NG and evaluated using FIT IoT-LAB testbed. The
testbed experiment results show that GTCM reduces the effect
of DIS attacks in terms of pledges’ joining time and energy
consumption significantly.
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[22] C. Gündoğan, D. Barthel, and E. Baccelli, “DIS modifications,” Internet-
Draft draft-ietf-roll-dis-modifications-01, Internet Eng. Task Force,
Fremont, CA, USA, Nov. 2019.

[23] F. Meneghello, M. Calore, D. Zucchetto, M. Polese, and A. Zanella,
“IoT: Internet of Threats? A survey of practical security vulnerabilities in
real IoT devices,” IEEE Internet Things J., vol. 6, no. 5, pp. 8182–8201,
Oct. 2019.

[24] W. Zhou, Y. Jia, A. Peng, Y. Zhang, and P. Liu, “The effect of IoT
new features on security and privacy: New threats, existing solutions,
and challenges yet to be solved,” IEEE Internet Things J., vol. 6, no. 2,
pp. 1606–1616, Apr. 2019.

[25] S. I. Popoola, B. Adebisi, M. Hammoudeh, G. Gui, and H. Gacanin,
“Hybrid deep learning for botnet attack detection in the Internet-of-
Things networks,” IEEE Internet Things J., vol. 8, no. 6, pp. 4944–4956,
Mar. 2021.

[26] S. I. Popoola, R. Ande, B. Adebisi, G. Gui, M. Hammoudeh, and
O. Jogunola, “Federated deep learning for zero-day botnet attack detec-
tion in IoT-edge devices,” IEEE Internet Things J., vol. 9, no. 5,
pp. 3930–3944, Mar. 2022.

[27] S. Sharma and V. K. Verma, “Security explorations for routing attacks in
low power networks on Internet of Things,” J. Supercomputing, vol. 77,
no. 5, pp. 4778–4812, 2021.

[28] P. P. Ioulianou and V. G. Vassilakis, “Denial-of-service attacks and coun-
termeasures in the RPL-based Internet of Things,” in Computer Security.
Cham, Switzerland: Springer, 2020, pp. 374–390.

[29] C. Pu and K.-K. R. Choo, “Lightweight Sybil attack detection in
IoT based on bloom filter and physical unclonable function,” Comput.
Security, vol. 113, Feb. 2022, Art. no. 102541.

[30] C. Pu, “Sybil attack in RPL-based Internet of Things: Analysis and
defenses,” IEEE Internet Things J., vol. 7, no. 6, pp. 4937–4949,
Jun. 2020.

[31] A. Alsirhani et al., “Securing low-power blockchain-enabled IoT devices
against energy depletion attack,” ACM Trans. Internet Technol., to be
published.

[32] F. Medjek, D. Tandjaoui, N. Djedjig, and I. Romdhani, “Multicast DIS
attack mitigation in RPL-based IoT-LLNs,” J. Inf. Security Appl., vol. 61,
Sep. 2021, Art. no. 102939.

[33] A. Kalita and M. Khatua, “A noncooperative gaming approach for con-
trol packet transmission in 6TiSCH network,” IEEE Internet Things J.,
vol. 9, no. 5, pp. 3954–3961, Mar. 2022.

Alakesh Kalita (Member, IEEE) received the B.Tech. degree from Assam
Don Bosco University, Guwahati, India, in 2012, the M.Tech. degree from
Assam University, Silchar, India, in 2016, and the Ph.D. degree in computer
science and engineering from the Indian Institute of Technology Guwahati,
Guwahati, India, in 2022.

He is currently a Postdoctoral Research Fellow with the Department
of Electrical and Computer Engineering, National University of Singapore,
Singapore. His research interests include Internet of Things and edge/cloud
computing.

Mohan Gurusamy (Senior Member, IEEE) received the Ph.D. degree in com-
puter science and engineering from Indian Institute of Technology Madras,
Chennai, India, in 2000.

In June 2000, he joined the National University of Singapore, Singapore,
where he is currently an Associate Professor with the Department of Electrical
and Computer Engineering. He has about 220 publications to his credit,
including two books and three book chapters in the area of optical networks.
His research experience and interests are in the areas of Internet of Things, 5G
networks, software-defined networks, network function virtualization, cloud
computing, data center networks, and optical networks.

Dr. Gurusamy served as a TPC co-chair for several conferences and served
as an Editor for IEEE TRANSACTIONS ON CLOUD COMPUTING and is serv-
ing on the editorial board for Computer Networks (Elsevier) and Photonic
Network Communications (Springer).

Manas Khatua (Member, IEEE) received the Ph.D. degree from Indian
Institute of Technology (IIT) Kharagpur, Kharagpur, India, in 2015.

He has been an Assistant Professor with the Department of Computer
Science and Engineering, IIT Guwahati, Guwahati, India, since May 2018.
Prior to that, he was an Assistant Professor with IIT Jodhpur, Jodhpur, India,
from 2016 to 2018, and was a Postdoctoral Research Fellow with SUTD,
Singapore, from 2015 to 2016. He was associated with Tata Consultancy
Services, Kolkata, India, from 2008 to 2010. His research interests include
performance evaluation of communication protocols, Internet of Things,
wireless LANs, sensor networks, and network security.

Authorized licensed use limited to: Singapore University of Technology & Design. Downloaded on April 29,2024 at 06:51:36 UTC from IEEE Xplore.  Restrictions apply. 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Helvetica
    /Helvetica-Bold
    /HelveticaBolditalic-BoldOblique
    /Helvetica-BoldOblique
    /Helvetica-Condensed-Bold
    /Helvetica-LightOblique
    /HelveticaNeue-Bold
    /HelveticaNeue-BoldItalic
    /HelveticaNeue-Condensed
    /HelveticaNeue-CondensedObl
    /HelveticaNeue-Italic
    /HelveticaNeueLightcon-LightCond
    /HelveticaNeue-MediumCond
    /HelveticaNeue-MediumCondObl
    /HelveticaNeue-Roman
    /HelveticaNeue-ThinCond
    /Helvetica-Oblique
    /HelvetisADF-Bold
    /HelvetisADF-BoldItalic
    /HelvetisADFCd-Bold
    /HelvetisADFCd-BoldItalic
    /HelvetisADFCd-Italic
    /HelvetisADFCd-Regular
    /HelvetisADFEx-Bold
    /HelvetisADFEx-BoldItalic
    /HelvetisADFEx-Italic
    /HelvetisADFEx-Regular
    /HelvetisADF-Italic
    /HelvetisADF-Regular
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Times-Bold
    /Times-BoldItalic
    /Times-Italic
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryITCbyBT-MediumItal
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Average
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Average
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Recommended"  settings for PDF Specification 4.01)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


